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Henb3s orpunats Toro ¢akra, yro HHGPOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHAS CETh
«/IHTepHET» BCE TECHEE MPOHUKAET B HAIly C BaMU XW3Hb. JlJIsi OJHMX OH CTal
MCTOYHUKOM 3HAaHWH, JUIsl JPYTUX HCIOJb3yeTCs B paboTe, KTO-TO HAIIEN C MOMOIIbIO
NutepHeTa apysei, a KTO-TO AaXe CMOT HalaJUuTh CBOKO JIMYHYIO KU3Hb. BOJNBIIMHCTBY
W3 Hac JOCTaTOYHO CJIOKHO TPEACTaBUTHh JeHb 0€3 OHJIaH-OOLIEHUsI C JAPY3bsIMU,
MPOCMOTpPA CBEXKUX HOBOCTEN WUIIM HOBBIX POJIUKOB.

Pazsutne B Poccuiickont ®enepaunu, Kak W BO BCEM MHUPE, IJIEKTPOHHBIX
TEXHOJIOTUH M TEJICKOMMYHHUKAIIMOHHBIX CeTel, BCeoOIas JOCTYMHOCTh B TJIOOATBHOM
KOMITbIOTEpHOM ceT MIHTepHET pa3nu4HbIX HHPOPMAITMOHHBIX PECYPCOB CIIOCOOCTBOBAIIO
MOSIBJICHUIO TTPUHIIUITUAJIBHO HOBOT'O BUA HAPYIIICHUS 3aKOHA — KUOEPIPECTYITHOCTH.

KubepnpecTynmHOCTh — HE3aKOHHBIE JIEUCTBUS, KOTOPBIE OCYIIECTBIISIOTCS JIIOJIBMH,
UCITIONTB3YIOMMMHU WH()OPMAIIMOHHBIC TEXHOJOTUH JIJIsI PECTYITHBIX IIEJICH.

[IpakTuka mOCHEAHUX JIET CBUACTEIBCTBYET 00 YBEIWYEHUH YHCIIAa TaKUX
MIPECTYIUJICHU .

HaubGonee pacnpocTpaHEeHHBIMH TPECTYIUICHUSIMH B cepe KOMIbIOTEPHOM
UHGOPMAIIMK SBISIOTCS OJIOKUPOBAHUE CANTOB U JIOKAIbHBIX KOMIIBIOTEPHBIX CETEH,
HE3aKOHHOE KOMMPOBaHNE HH(POPMAIIUH.

OTBETCTBEHHOCTh 32 COBEPUICHUE KOMIIBIOTEPHBIX MPECTYIUIEHUH MPEeayCMOTpPEHA
rmaBoi 28 VYromoBHoro koaekca P®, wumenyemoii «llpectymnenus B cdepe
KOMITbIOTepHOU mHpopMaIuny». JlaHHas TyIaBa COAEP)KUT TPH COCTaBa MPECTYIUICHUH —
cT. 272 (HempaBOMEpHBIH JOCTYN K KOMITbIOTepHON MH(opmaruu), cT. 273 (co3naHue,
HCIOJIb30BAHUE U PACHPOCTPAHEHHUE BPEJOHOCHBIX KOMIIBIOTEPHBIX Mporpamm), ct. 274
(HapylieHre TpaBWi OJKCIUTyaTallid CPEJCTB XpaHEHHs, OOpaOOTKM WM Tepenadu
KOMITbIOTEpHON WHGOpMAINK 1 HHPOPMAITMOHHO-TEIEKOMMYHUKAITMOHHBIX CETEH ).

HenpasuiibHOE MOBEICHUE B MHTEPHETE MOXKET IIPUHECTH BpeXl HE TOJIbKO Bam, HO
Takke BammM pogHbIM 1 OJTU3KUM.



Yto0 TaKkoe NepCOHAIbHBIE IaHHbIC U TI0YEeMY OHHM TaK BAYKHbI?

Cornacno ®enepanbHoMy 3aKoHY Ne 152-P3 «O nepcoHanbHBIX JAHHBIX):

Ilepconansuvie Oannvle — n106as uH@oOpmayus, OMHOCAWAAC K NPAMO UIU
KOCBEHHO  ONpeoeleHHOM) UMU  onpedensemomy  usudeckomy auyy (cyovekmy
NepCOHANbHBIX OAHHbIX).

T.e. mepcoHanbpHBIE JAaHHBIE — 3TO WH(GOPMAIHSI O KOHKPETHOM YellOBeKe. DTO Te
JaHHBIE, KOTOpHIE IMO3BOJISIIOT HAM Y3HATh YellOBEKa B TOJIME, WACHTU(OUIHUPOBATH M
OTIPEJICITATh KaK KOHKPETHYIO JINYHOCTh. TakuX UACHTU(PHUIIUPYIOIINX JaHHBIX OIPOMHOE
MHOXKECTBO, K HHM OTHOCSTCS: (haMWiIvs, WMs, OTYECTBO, Jara POXKICHHUS, MECTO
POXACHHUS, MECTO JKHTEIbCTBA, HOMEp TenedoHa, aapec JIIEKTPOHHOW TIOYTHI,
¢dotorpadus, Bo3pacT u mp.

[lepcoHanbHbIC JaHHBIC HE CTOUT ITyTaTh C JIMYHBIMHU JaHHBIMH. JIMUHbBIC TaHHBIC —
9TO BOOOIIIE COBOKYITHOCTh BCEX JAHHBIX O mosb3oBarene B Ceru. Hampumep, nmaHHbIe 0
re0JIOKaIlMY, CTATUCTUKA M0 HamboJiee MmocenaeMbIM HHTEPHET-CTpaHuIaM, Gororpaduu
U T.1.

Komy HyKHBI Balliv IepPCOHAIbHbBIE TaHHbIE?

80% mpecTymHUKOB OepyT UH(POPMAIHIO B COLICETAX.

Jlnuras nHGOpMAIIHS UCTIONB3YETCS IS KpaXkul TIapoJiei.

Jlnunas uHpOpMAIM HCIOJB3YETCS IS COBEPIICHUS TAKWUX MPECTYIUICHUM, Kak
IIaHTaX, BELIMOTATEJIbCTBO, OCKOPOJIEHNE, KJIIEBETa, KUIHETIITUHT, XUIIICHHE.

OnepaTtoppl W WHBIC JHIA, TOJIYYUBIIHE JOCTYNl K II€PCOHAIBbHBIM JIaHHBIM,
00s13aHBl HE PACKPBIBATh TPETHUM JIMIIAM M HE PACIpPOCTPAHATH MEPCOHATBHBIC JTaHHBIC
0e3 cormacusi CyObEKTa IEPCOHAIBHBIX JIAHHBIX, €CIIM HWHOE HE MPEITyCMOTPEHO
dbenepaabHBIM 3aKOHOM.

CyOBeKT MepCOHAIBHBIX JAaHHBIX TMPUHUMAET PEIICHHE O MPEIOCTaBICHUU €ro
NIEPCOHANBHBIX JAaHHBIX M JIa€T COIJIache Ha MX 00pabOTKy CBOOOJHO, CBOEH BOJEH U B
CBOEM HMHTEpece.

O6paboTka IEPCOHANTBHBIX JAHHBIX JIOMYCKACTCS B CIICIYIONINX CITydasX:

1) o0paboTka NEPCOHANBHBIX JaHHBIX OCYIIECTBISCTCS C COIJIacusl CyOBbeKTa
MePCOHAIBHBIX IAHHBIX HAa 00pabOTKY €ro MepCOHAIBHBIX JaHHBIX;

2) 00paboTka TEpPCOHANBHBIX JaHHBIX HEOOXOaWMa ISl JOCTHIKCHHUS IIeJIeH,
NPEeTYCMOTPEHHBIX MEXIYHAPOIHBIM JH0roBopoM Poccuiickor denepanyu Uid 3aKOHOM,
JUIS. OCYIICCTBJICHUS W BBIMIOJHEHHUS BO3JI0KCHHBIX 3aKOHOJATEIBCTBOM Poccuiickoit
deneparnuu Ha onepaTopa (PYHKITUN, TOTHOMOYHA B 00SI3aHHOCTEH;

5) o6paboTka mMepcOHAIBHBIX JAaHHBIX HEOOXOAWMMAa IS HWCIOJHEHHUS JIOrOBOPA,
CTOPOHON KOTOpPOTO JHOO BBITOJONpPHOOpETATEIEM WM IOPYYHUTEIIEM II0 KOTOPOMY
SBIISICTCS CYOBEKT ICPCOHAIBHBIX JAHHBIX, a TaKKe JUIS 3aKIIOUCHHs JOTroBOpa II0
WHUIMATUBE CyOBEKTa IEePCOHAJIBHBIX JAaHHBIX HJIM JOTOBOpa, IO KOTOPOMY CYOBEKT
MIePCOHAIBHBIX IAHHBIX OYJICT SBISITHCS BBITOAOTIPHOOPETATEIIEM HIH TTOPYUUTEICM;



6) 00paboTKa MepCcOHATbHBIX JAaHHBIX HEOOXOAMMA MJIS 3alUTHI KU3HU, 30POBbS
WIM WHBIX J>KU3HEHHO BaXXHBIX HMHTEPECOB CYOBEKTa NEPCOHANBHBIX TaHHBIX, €CIIU
MOJTyYEHHUE COTJIacUs CyObhEKTa MEPCOHATBHBIX TaHHBIX HEBO3MOXKHO;

7) o0paboTka MEepCOHANbHBIX AAaHHBIX HEOOXOAUMMa JJii OCYUIECTBJIEHHUS MpaB U
3aKOHHBIX MHTEPECOB OIEpaTopa WM TPETHUX JHIl JTUOO IS JOCTHKEHHS OOIIECTBEHHO
3HAYUMBIX II€JIeHl TMpU YCIOBHM, YTO TPU ATOM HE HAPYMIAIOTCA TpaBa U CBOOOMIBI
CyOBEKTa MEepCOHATIBHBIX TaHHBIX;

11) ocymecTtBiasiercs 00pabOTKa TMEPCOHANBHBIX  JAHHBIX, MOJJICKAIINX
OMyOJMKOBAHUIO WU O0O0s3aTEIIbHOMY PAacCKpPBITUIO B COOTBETCTBUU C (heJepabHbIM
3aKOHOM.

Kak 3amuTuth CBOM NepCcoHaJIbHbIE JaHHbIE?

B a0contoTHOM OOJIBIIMHCTBE CIy4aeB Mbl CaMHU YKa3blBa€M CBOW NEPCOHAIBHBIC
JAaHHBIE TIPU PErucTpallud Ha caiTax, oQopMieHHM 3aKa30B B HHTEpPHET-Mara3uHax,
3aMOJIHEHUU TPO(WIsi B COIHUANIBHBIX CETSIX WM JaXe MPH COCTABJICHUH IOHCKOBOTO
3ampoca.

OO6paTtuTe BHUMaHUE, MTPOJIOHKAsk PETUCTPAIUIO HA JIFOOOM caiiTe, BBl COTJIAIIACTEChH
C TOJIb30BATEJILCKUM COIJIAIIIEHUEM, CTaBid «TaJOYKy» MPU 3aMOJHEHUHU €ro MOJICH.
OOBIYHO H3TOrO JOCTATOYHO, 4YTOOBI pa3pelInTh BIAJENbllaM CcalTa MCIOJIb30BATh
BBEJICHHBIC BaMU JIaHHBIE TIPU PabOTe ¢ €ro CEPBUCAMH.

Taxkum 06pa3om, MoIB3YsCh CAUTOM WJIM YCIIYTOM, BBI COTJIAlIaeTeCh Ha repeaavyy u
XpaHeHUE BalllUX JaHHBIX, OyJIb TO JaTa POXACHHUSA, HOMEpP MOOWIBHOro TeiedoHa,
nepenucka u Jro0ble Ipyryue TaHHbIe JIMYHOTO XapakTepa. BzameH ux o0sS3yrOTCs XpaHUTh
B KOH(MOHICHIIMATLHOCTH U HU B KOEM CiIydae He pasriamarh TpeThbuM JuiaM. OqHako Ha
JieJie 3TO HE BCET/la TaK — JaJieKO HE BCET/Ia CTOPOHA, OTBETCTBEHHAS 3a XPAHEHUE BalllUX
NEPCOHANBHBIX JIAHHBIX, JOOPOCOBECTHO BBINMOJHSAECT CBOM 00s3aHHOCTH. Kpome ToroO,
HUKTO HE 3alUIIeH OT B3JIoMa 0a3 JaHHBIX, COACPKAIIUX MEPCOHATBHYI0 HH(POPMAIIUIO,
WJIM TIPOCTHIX OIIMOOK M YeJIOBEYECKOU ONMPOMETYNBOCTU. Hanmpumep, perucTpupysch win
aBTOPHU3YSCHh Ha CalTe 4Yepe3 COLMAJIbHYIO CETh, Bbl pa3pellacTe CaWTy MOJYUYUTh Balld
JUYHBIC JaHHBIC, 1 TOYHO HEM3BECTHO, KaK OH OYyJEeT MMH IOJIb30BaThCA. TOYHO TaK Ke
mr000i Balll 3BOHOK B MarasvH WJIM CaJlOH aBTOMAaTHMYECKH BHOCHT Balll HOMEp B 0asy
MOJb30BaTEJICH TOM KOMIIAHUH.

C.uem)BaHne HECKOJIbKHM IIPOCTBIM COB€TaM BO MHOI'OM COKPaTHUT YIpo3y
HE3AKOHHOI'0O UCITOJIB30BaAHUSA BAIIIMX MMEPCOHAJBbHBIX JAHHbIX!

OrpannubTe 00BeM mHPOpManuu o cede, Haxonsamehcs B MHtepuere. Ymanurte
mumrare GoTtorpaduu, BUAEO, anpeca, HOMEpa TeIe(POHOB, ATy POKIEHUS, CBEIACHUS O
POJIHBIX U ONMM3KUX U UHYIO JIMYHYIO WH(OPMAITHIO.

He otmpasnsiite Buneo u ¢otorpaduu Jr0A5M, C KOTOPHIMHA BBl TTO3HAKOMUIIUCH B
HNHTepHETE N HE 3HAETE UX B PEAIBHOM KU3HU.

OtnpaBisisi KOMY-THOO CBOM TIEPCOHANBHBIC JaHHBIC WM KOH(DHICHIIMAIBHYIO
uHpopmaImio, yoeauTech B TOM, 4TO aJipecaT — IEUCTBUTEIBHO TOT, 32 KOTO ce0s BBIJACT.

IIpu HeoOxoammocTH pa3menieHus oObsBIeHUS B HHTepHETe BOCHOJIB3YWUTECH
BPEMEHHOW CUM-KapTOM W BBIIYMaHHbIM HMMEHEM. MOXKHO TaKKe BOCIOJIb30BATHCS
ycinyroit «BTopoit HOMEp», KOTOPYIO IIPEAOCTABIISIIOT HEKOTOPBIE ONEepaTopbl MOOUIBLHOMN



CBS3M. DJTa yciayra Mo3BOJISI€T NOJIKIIOUNUTh B «JIMUYHOM KaOuHEeTe» BTOPOM HOMEpP TOJIBKO
Ha rpueM 3BOHKOB 1 CMC. 3BOHUTH C HErO HE MOJYUYHUTCS.

Hcnonp3ylTe TONBKO CIOYKHBIE MAPOJIA, PA3HBIE I Pa3HBIX YYETHBIX 3alIUCEN U
cepBucoB. [lomp3oBaTeny, KOTOpBIE HUCIOIB3YIOT OAMH M TOT K€ MAapoib IS BCEX
CEPBHUCOB, IIPU KOMIIPOMETALIMH XOTSI Obl OJTHOTO M3 CEPBUCOB MOTYT MOTEPSATH JOCTYI KO
BCEM CBOMM YYETHBIM 3amucsM. [IOBTOpHOE HMCHOJIB30BaHHE MAPOJIEN KAaTETOPUYECKU
3aMpenieHo.

PerynspHO MeHsNTE APOIIH, KEINATEIBHO HE PEXKE pa3a B MECHLL.

[Io BO3MOXHOCTH UCHOJIb3YWTE NABYX(PAKTOPHYIO aBTOPHU3ALUIO — 3TO METOJ
UACHTU(PUKALIUY T0JIb30BaTENS B KaKOM-JIMOO cepBuce (Kak mpaBuio, B MHTepHeTe) npu
OMOLIY 3aIpoca ayTeHTU(HUKAIIMOHHBIX JAHHBIX JABYX Pa3HbIX THUIIOB, YTO 00ECIIEYUBAET
JIBYXCJIOWHYIO, a  3HauuT, Oomee HPPEKTUBHYHO  3alUTy  aKKayHTa  OT
HECaHKIIMOHUPOBAHHOTO TPOHUKHOBEHMs. Ha mpakThke 3TO OOBIYHO BBITJIAIUT TakK:
nepBbld pyOeX — 3TO JIOTUH U MAapoJib, BTOPOM — CHEUHAbHBIA KO, MPUXOIAIIUNA T10
CMC unu 31€KTPOHHOM MouTe.

3aBenute cebe ABa agpeca JJIEKTPOHHOM TOYTHI — YAaCTHBINA, JJISl TEPENUCKH
(MpUBaTHBIA ¥ MaJOM3BECTHBIM, KOTOPHIN Bbl HUKOT/Ia HE MYyOJIMKyeTe B OOIIETOCTYIHBIX
UCTOYHUKAX) U MYOJMYHBIA — JJIS OTKPBITOM AesiTenbHOCTH ((POpyMOB, 4aToOB M Tak
nanee).

Yro gesath, €CJIM Bbl CTAJH KEPTBOl HAPYIIEHHUSA B 00JIAaCTH NMEPCOHAJbHBIX
NAHHBIX?

B mnepByto ouepenab BaM HEOOXOJUMO OOpAaTUTHCA B YIOJHOMOYEHHBIH OpraH B
chepe MEpPCOHANBHBIX [aHHBIX — POCKOMHaA30p, a TOYHEe, €ro TepPPUTOPHUATBHOE
Yupagienue.

B 1mensx oOBEKTUBHOIO W TMOJHOTO PACCMOTPEHHS BaM HEOOXOIUMO YKa3aTh
CICAYIONIYIO HH(DOPMAIIHIO:

1) mepeyeHb MEPCOHATBHBIX TAHHBIX, HEMPABOMEPHO 00pabaThIBa€MbIX Ha CaliTax B
cetu IHTEpHET;

2) cBelCHUA O JOKYMEHTE, YJAOCTOBEPSIOLIEM Ballly JUYHOCTH (KOMHU CTPAHMIL
nacrnopTa), [js  T[OATBEPXKACHUS  NPUHAMIEKHOCTA  MEPCOHAIBHBIX  JIAHHBIX,
HEMPaBOMEPHO pa3MEIICHHBIX Ha caiiTax B ceTw WHTEpHET, K BaM KaK K CYOBEKTY
MEPCOHANbHBIX IAHHBIX;

3) TOuYHBIE U JOCTYIHBIE aJipeca CTPaHMI] CAlTOB (yKazaTeld CTPAHUI[ CANTOB B
cetu Unarepuer — URL), comepkamme He3akoHHO oOpabaTbiBaeMble (pa3MeniéHHBIC)
MEepCOHAIbHBIE JaHHBIC, TO3BOJISIIOLUIME OCYIIECTBUTh MPOCMOTP JAHHBIX CTPAHMII
VYmopasnennem, a Takke CHUMKUA SKpaHa C JaHHBIMH CTpaHHUIAMH, CoJep)Kamue B cebe
noyHbIil  agpec crtpanunbl caiWta (URL) w mgater myOnwkanuu moCTOB/COOOIIEHUH,
collep KaluX HE3aKOHHO oOpabarbiBaeMble (pa3MeNIEHHBIC) TMEePCOHANbHBIC JaHHBIC Ha
TEeKYIIMA MOMEHT BPEMEHHU (JlaTa) W APYrue CBEICHUS, MOATBEPKIAIONINE HAPYIICHUS
TpeOOBaHU 3aKOHOIATEIBLCTBA B 00JIACTH NMEPCOHANBHBIX TAHHBIX (BUI€03AMUCH IKpaHa C
JNEUCTBUSIMU, MO3BOJIAIONIMMHU 3a(DUKCUPOBATH HAPYIICHUS U T.I1.);

4) cBeneHus, YIIOJIHOMOUYMBAIOIIUE BAC MPEJCTABIATh MHTEPECHl (PU3UUECKUX JIMII
(konmuu JOBEPEHHOCTEH), MEepPCOHAIbHBIE JIaHHBbIE KOTOPBIX pa3MelleHbl Ha caiTax (B
Clly4yae HapylIeHHUs UX IPaB KaK CyObEKTOB MEPCOHANIbHBIX JaHHBIX).



JIONOJIHMTEJIbHO cJIeyeT NPeACTABUTD (IIPH HAJTMYHMH):

- CBEACHMS, MOATBEpPKAAIOUME (DAKT HANPABICHUS BaMHU B aJpec aJMUHUCTpALUU
caiita (nmanee — oneparop) TpeOoBaHMs 00 YHUUTOXEHUU BaIIUX MEPCOHATBHBIX JaHHBIX C
yKa3aHHEM Ha UX HE3aKOHHOE MojydeHue (0e3 coriacus) onepaTtopoM WM C yKa3aHUEM
TOrO, 4YTO OHM HE SBJISIOTCA HEOOXOJMMBIMHU JUIsl 3adBICHHOM LEeauM 00paboTKU
(mpencrapisieTcss IpU BO3MOKHOCTH HaIPaBJICHMs YKa3aHHOTO TpeOOBaHuUs);

- OTBET OllepaTropa Ha Baile TpeboBaHUE 00 YHHYTOXEHHUM BalllUX MEPCOHATBHBIX
JAHHBIX (TIPY HAJTUYUN).

Oopaujaem 6Humanue Ha Mo, YMoO 6ce UMeEIOUIUECA CEEOCHUS O0JINCHbBL OblMb
npedcmaeienvl ¢ aopec Ynpaeienus eOunoepemenno!

B cnywae ecnu mo pesynbTaTam npoBepkd YmpasiieHue PockomMHaa3opa BBISIBUIIO
HapylIeHHUEe, BbIJIaeTCs MPEANCcCaHre 00 ero ycTpaHEeHUH.

Ecnn  VYnpasnenne PockoMHan3opa He yBUACIO HapyLICHUs, BbI MOXETE
00paTUThCS B IEHTPAJIbHBIN anmnapaT JaHHOTO BEJOMCTBA.

[TomuMo 3TOrO, BCE CYOBEKTHI NMEPCOHAIBHBIX JaHHBIX UMEIOT MPABO Ha 3alUTy
CBOMX MpPaB M 3aKOHHBIX MHTEPECOB, B TOM YHUCJE Ha BO3MEIICHHE YOBITKOB U (WJIH)
KOMIIEHCAIIMIO MOPAJILHOTO Bpe/ia B CyIeOHOM MOPSJIKE.

OTBETCTBEHHOCTh 32 HApYIICHHE 3aKOHOJATEIbCTBA O TMEPCOHANBHBIX JAaHHBIX
npeaycMatpuBaeTcs B cooTBeTcTBUM co cT. 13.11 Kogekca 00 agMUHHCTpaTUBHBIX
npaBoHapyueHusx PO.



Kak neiicTBylOT MOLIEHHUKH

MOILIEHHUKN OYEHb XOPOIIO 3HAIOT IICUXOJIOTHIO JIFOAEH U YMEJO UCIOJIb3YIOT BCIO
JOCTYIIHYI0 HH(OpMaIuio, BKIOYAs Ty, KOTOPYIO XEpPTBa MOIICHHHYECTBA HEBOJBHO
BbIAET Tipu oOmieHnu. B opranuzanuu Tene@OHHBIX MaxWHAIMN y9acTBYIOT HECKOJIBKO
npecTynmHuKoB. O4eHb YacTO B TaKWE TPYMIBI BXOAST 3JI0YMBIIUICHHUKH, OTOBIBAIOIIINE
CPOK B UCITPABUTEIBbHO-TPYAOBBIX YUPEKICHUSX.

MouneHHUKH HCIIOJB3YHOT CJACAYIOIIHNEC MOTUBDI:

= 0eCIOKOMCTBO 3a OJIM3KHUX M 3HAKOMBIX;

= 0eCcTOKONMCTBO 3a CBOU TeneOHHBIA HOMED, CUET B OaHKe Wil OAaHKOBCKYIO KapTy;

. ’KEJIAHUE BBINTPATH KPYITHBIN TPHU3;

. JO0OMBITCTBO — JKEJIAaHUE TOJYYUTh JOCTYN K KaKOH-T1M00 HHPOpMAIIUK;

. KEJIaHWE TIOMOYb OOJBHBIM JETSM WU JIIOJSM, TOCTPAJABIINM OT CTHXHUUHBIX
OenCcTBUIl.

COI_II/IaJ'IBHBIe CCTHU ABIAIOTCA KIaAC3CM I/IH(I)OpMaI_II/II/I JJ11 MOIIICHHUKOB. P asMceIas
JaHHBIC O cebe Ha CBOMX CTpaHHW4YKax, Mbl HC 3aAyMBIBACMCA O TOM, KTO MOIKCT 3THUM



BOCIIOJIB30BaThCs. Mexly TeM UMEHHO Oyiarojapsi HaM CaMUM MOILIIEHHHKaM OOBIYHO HE
COCTaBJISICT TpyJAa y3HaTh MH(OPMALIMIO O POJACTBEHHUKAX, KOHTAKTAX, YBICUCHUSX CBOCH
MOTEHUHUATBHON KEPTBBI U TNPU BHIMAHMBAHUM JICHET BHYIIUTH JOBEPUE 3HAHUEM €€
JIMYHOM KU3HH.

3.2. Buabl unTepHeT-MOIeHHUYecTBA. Kak 3amuTuTh cedsi?

Haubonee pacnpocTpaHeHHBIMU BHJAAaMU MOIICHHUYECTBA Ha JAHHBIM MOMEHT
SIBIISIFOTCSI

TesedonHoe MOLICHHUYECTBO

CymectBytoT HanOosee pacpOCTpaHEHHBIE CXEMbI TEIE(POHHOIO MOILIEHHUYECTBA.
BapuanToB TOro, kak mnpencTaBIT BaM HX MOIIEHHHWKH, OYE€Hb MHOT0O, HO CYTh HE
MEHSIETCS.

Oo6man mno Ttenedgony. C Bac Moryr mnoTpeOOBaTh BBIKYN WJIM B3STKY 3a
0CBOOOXKIEHUE AKOOBI U3 OTAeneHus nmonuiuu win ¢ mecta JITII Bamero poacTBeHHUKA.
Uto nenaTh: B 3TOM Clly4ya€ IJJaBHOE HE MAHUKOBATh, TO3BOHUTH CAMOMY POJCTBEHHUKY,
€CJIM HE OTBEYAET, TO MOMBITATHCSI HANTHU €ro Yepe3 JIpy3eu 1 3HAKOMBbIX.

CMC-npocbb6a o momomu. TpebGoBaHue TEpeBECTH OMPEACIEHHYI0 CyMMYy Ha
yKa3aHHBIH HOMEP C MCIOJIB30BAHUEM OOpAIICHUS «MaMay, «JIPyr», «CBIHOK» U T.M. UTo
7enaTh. HE CICIIUTEe TEPEBOAUTH JICHBI'M, YOEAUTECh, UYTO B HUX JEUCTBUTEILHO
HYKJIA€TCsl Balll POJACTBEHHUK WJIM 3HAKOMBIH.

Tenedonnbiii HOMep-rpaduTenb. I[lnaTHBIE HOMEp, 3a 3BOHOK Ha KOTOPBIA CO
cyé€Ta CNHCHIBAETCA ACHEX Hasg cymMa. UTO nenaTh: HE NEPE3BaHMBANTE HA HE3HAKOMBIE
i npeioxeHHbie B CMC-cooOliieHusix Homepa TeneoHOB.

Bemrpeimn B Ji0Tepee, KOTOPYH $SIKOOBI NPOBOAUT PAAMOCTAHUUS WJIH
omepaTrop c¢Bsi3U. Bac MOryT momnpocuTh OIUIATUTh MOIUIMHY, HAJOT WU T.I., IEPEBECTH
CyMMY Ha ONpPeACIEHHBIN CUET, COOOIUTH MPHIIEAINNA Ha TenedoH koa. UTo nenarh: He
CIIENIUTE TIePEeBOJIUTh JICHBI'M WM COOOIaTh Kakue-TuOO JaHHbIe 110 TelaedOoHy.
[lo3BoHuTe 1O OQUIMATBEHBEIM HOMepaM (yKa3aHHBIM B CIPAaBOYHHUKAX, Ha CaWTax)
KOMIIAHUU — OpraHu3aTopa JOTEpeH WIM KOHKypca, yOeauTech B TOM, 4YTO Bac HeE
00MaHBIBAIOT.

HITpadguble caHKIUM M yrpo3a OTKJIIYEHHS HOMepa SKOObl 3a HapyllIeHHE
JIOTOBOpa C OINEepaTOpOM Ballel MOOMIIbHOM CBS3H. UTO JeiaTh: TO3BOHUTE CAMHU CBOEMY
orepaTopy Mo opuIUaILHOMY HOMEPY, YTOUHUTE HHPOPMAIIHIO.

OmubounbIii mepeBoa cpeacTB. Bac mompocsaT mepeBecTH SKOOBI ONMIMOOYHO
MIEpEeBEAEHHBIE CPEACTBA, A 3aTEM JIONOJHUTEIIBHO CHUMYT JE€HbrM. YTO Jenars:
UTHOPHUPYHTE T0T00HBIE COOOIICHUS WK (€CITH 3TO Tele(OHHBIA Pa3roBOp) MOCOBETYHUTE
JUTSL BO3BpaTa OIMIMOOYHO MEePEBEIEHHON CyMMBI 0OPAaTUTHLCS K ONIEPATOPY CBSI3U.

MoneHHN4YeCTBO ¢ 0AHKOBCKMMHU KapTaMH

Haunbosee monmyasipubie cnoco0bl MOILIEHHNYECTBA ¢ 0AHKOBCKUMH KapTaAMMU:

CMC-coobmieane 0 OJOKMPOBKE OAHKOBCKOW KapThl, O HECAHKIIMOHUPOBAHHOM
JNBUKCHUU JEHEXKHBIX cpeAcTB, cmMeHe [IMH-kona, okoHYaHWM CpoKa IEHUCTBUS KapThl U
T.J. C TpeOOBaHHEM MEPEUTH MO CCHUIKE UIIU MEPE3BOHUTH MO0 YKa3aHHOMY Telle(pOoHy.

TenedoHHbI1 3BOHOK «pabOTHHMKA OaHKa», MOTEHUUAIBHOTO «IOKYMATEs» C
MPEJIOKEHUEM TIPOUTH K OJKaiimeMy OaHKOMAaTy M COBEPIIUTh MAHUMYJSIUAH C
0aHKOBCKOM KapTOi BO M30€kKaHUE KaKUX-JTHOO0 MOCISICTBUI, BHECCHHS aBaHca | T.11.



JlIf1  COXpaHHOCTHM BalIMX CPeACTB Co00J10/aliTe OCHOBHbIE TpPaBHUJIA
0e30MacHOCTH:

Hukomy He cooOmaiite coit [IMH-kon, naxe paborHukam Oanka. He BBOAmTE
[INH-kox npu padote B cetu UHTEpHET, OH MOKET MOTPEOOBATHCSA TOJIBKO MOILIEHHUKAM.

CMC-coobmienus 1O MOPOBOAUMBIM — OMepalusM MO0 OaHKOBCKMM KapTaM
pacchuIaloTCA C OMpeAeEHHBIX KOpOTKUX HoMmepoB (CoepOank — 900). Jlns cBszu ¢
0aHKOM HEOOXOAMMO UCIOJIb30BaTh OduiManbHble HoMepa KoOHTakTHOro ueHTpa,
ykazaHHble Ha OaHkoBckod kapre. Eciim B CMC-cooOmeHun o OJOKMPOBKE KapThl,
JIBUKEHUU JIEHEKHBIX CPEJICTB YyKa3aH JpYyrod HOMEp, MO KOTOPOMY IMpeaJsiaraeTcs
MO3BOHUTH, TO 3TO MOUICHHUKH.

B cnydae BO3HUKHOBEHMsI TpoOsieM Yy OaHKOMara, He MPUHUMAWTE MOMOIIb
NOCTOPOHHUX, MO3BOHUTE B KOHTakTHBIA LEeHTp OaHka Mo TenedoHy, yKa3aHHOMY Ha
OaHKOMaTe.

Ecnu k Bam oOpatuiuch no tenedony, B IHTepHeTe, yepe3 coluanbHble CeTH WIH
JIPYTMMH CIIOCO0AMU U O/ pa3IMYHBIMU MPEAJIOTaMH TBITAIOTCA Y3HATh JaHHbIEC O Balllen
0aHKOBCKOM KapTe (HOMEpP KapThl, TPEX3HAYHBINA KO/ HAa 000POTHOM CTOPOHE KapThl), KO/,
OpUIIEIIINI Ha Baml MOOWUJBHBIM TenedoH, MAPONU WM JPYTyl0 MEepCOHATbHYIO
uHpopMaIrio, OyabTe OCTOPOKHBI, 3TO MOIIEHHHUKH.

[Ipu tenedonHOM OOIIEHMM HE COBEpIIAiTe HUKAKUX JCHCTBUN y OaHKOMaTa IO
UHCTPYKIIMH «paOOTHUKOB OaHKa», €CIU TOJIBKO JAaHHBIM 3BOHOK HE OBLI MHUIIMHPOBAH
JUYHO BaMHU.

He nepexoaure no cceuikam B CMC-coo01eHusIX.

[Ipu nomyuenun CMC-cooOmieHnid 0 CHSATUM JEHEXKHBIX CPEJACTB C Balien
0aHKOBCKOM KapThl HEMEIJIEHHO OOpalaiiTech B 0aHK, OJIOKUPYHTE KapTy.

MonmeHHHYEeCTBO B COLIMAJIBHBIX CETSIX

MOIIIeHHUKH aKTUBHO TIOJIB3YIOTCS COIIMAIBHBIMU CETAMH W Pa3UYHBIMU
cepBUcamMu OOIIEHUS, HAIPUMED, CAlTaMU 3HAKOMCTB.

I[onyasipHbie c1OCOObI MOLLIEHHUYECTBA:

PacnpocTpaHeHHe CCbUIOK HA BpPEIOHOCHOE MNPOrpaMMHoOe obecrnedyeHue,
nopHorpapuyeckre CauTbl, MOLLICHHUYECKHE Pecypchl U npujioxenus. [lonp3zoBarenu
COIIMAIBHBIX CETEl 4YacTO CTAJIKUBAIOTCA CO CIaMOM, KOTOPBIM MNPUXOAUT K HHUM B
«JIMYHBIE COOOUIEHUS» OT HMEHHM «Ipy3€i» WIM HE3HAKOMBIX I0Jb30BaTeneil. ITo
O3HAYaeT, YTO AaKKAyHThl 3TUX JIIOJIed B3JIOMaHbl. Kax npaeuno, ccoliku 6 mMaxux
COOOWEHUAX CONPOBOANCOAIOMCS 3ABNEKAOWUM MeKcmoM, Hanpumep: «Budena meou
Gpomo, s maxoco He odxcuoana, nocmompu cam!l.», «B smoii 6aze OanHvix ecmb 8cs
ungopmayus na moboco uenosexka» u m.n. Uto nenate: Huxoz0a e nepexooume no
NO003PUMENbHLIM CCHLIKAM. [[151 0ocmyna 6 COYUanbHYl0 cemv UCHONb3YIMe YHUKATbHbLL
naponv: OH 00JdiceH Oblmb ONUHHBIM, COCMOAMb U3 YUDp u 1amuHckux Oyke. Jlhyuwe
UCNONb308aMb paA3Hble NAPOU OJisl PA3HBIX COYUANbHBIX cemell U Opy2ux WHTEPHET-
cepBUCOB. He noodasatimecs Ha

NPpU3bl8 KO20-MO U3 «AOMUHUCMPAYUU CAUMA» COOOWUMb 8AL JIO2UH U NAPOTb NOO
Kakum-iubo npeonocom. Pe2ynapro MEHANTE Mapoiib OT COMMAIbLHON ceTH (XOoTs Obl pa3 B
MecsIIl); OCTeperaiTech MOIIEHHUYECKUX CAUTOB C MOXO0KUMH MO HATMCAHUIO HA3BAHUSIMU
(vkontahte.ru, vkOntalkte.ru u T1.1.). OTH «QUIIUHTOBBIE» CTPAHULBI PACCUUTAHBI HA



HEBHUMATEJILHOCTh U HAa TO, YTO Bbl CaMH MPEJOCTaBUTE MOIICHHUKAM CBOWM JIOTUH U
apoJb.

[J 3Hakomble He3HAKOMIBbI. B CONMAIBHBIX CETAX M HA CalTax 3HAKOMCTB
MOIIIEHHUKH CO3/Ial0T CTPAHUIIbI, TJI€ YKa3bIBAIOTCS TaHHBIE U pa3meniatorcs ¢hororpaduu
BBIMBIIIUICHHBIX JItoell. C TOMOIIBIO 3THX CTPAaHUI] OHU 3HAKOMSITCA C JPYTUMH
nosib3oBarensamMu caiita. Co BpeMEHEM MOIICHHUKU BXOJAT B JOBEpHE, IpeajiararoT
nepedTn cobeceHUKY Ha Oosee «ONHM3KOe» OOIIEHUE M OCTaBISIOT CBOM HOMEp
tenegona. CambiM 0€300UIHBIM MOCIEACTBHEM TAaKOro oOIeHus OyneT TO, YTO HOMEp
OKa)KETCs IUIATHBIM U C BAllleTO CYETA CIIUITYTCS JCHBIH.

[ IIpocb0ObI 0 GUHAHCOBOI MOMOIIH, 0JIATOTBOPUTEIbHbIC AKIMUA. MOIIEHHUKH
YacTO WCHOJIB3YIOT TaKUe€ TMOBOABI, IMOITOMY, MpPEXKAEC HYEeM TEPEeBECTH JECHbIU s
MOMOIIM, yOeAuTeCh, 4YTO Bac He oOMaHbiBatoT. OOpaTuTe BHHMAaHHWE Ha HaJW4We
HECKOJIbKUX KOHTAKTOB (TeJe(OHBI, AJICKTPOHHAS TOYTa, CTPAHUYKU B COIHAIBHBIX
CeTSAX), HAJIMYKE MOITBEPKIAIOIINX TOKYMEHTOB.

MounieHHMYEeCTBO HA calTax 0eCNJIaTHBIX 00bSABJICHUH

Pasmemas o0ObsiBICHWSA, WIM TIOKynas 4YTo-TuO0 Ha cailTtax OeCIUIaTHBIX
oObsiBIICHUN (HampuMmep, «ABHUTO»), OyJbT€ BHUMATEJIBHBI M OCTOPOXKHBI, TaK Kak
MOIIICHHUKH OYEHb YacTO HCIOJB3YIOT WX sl oOmaHa. IIpomaBas 4to-TO, BBl Kejaere
MOJIYYUTh TPUOBLTL, HO, CTOJKHYBIIMCH C MOIIEHHUKAMHU, MOXXETE MOTEPSITh BCE CBOU
cOepexeHUsI.

Kaxk Bac MoryT 00MaHyTh:

Omiara wam npegomiara 3a Bam ToBap. OdeHb 4YacTO 3aWHTEPECOBAHHBIE
MOKYTAaTeNu NpeajararoT MPOU3BECTH OIUlaTy (eclid cyMMa He3HAYUTeNlbHas) WU
IpeloIuIaTy 3a Balll TOBAp, HO ClieJlaTh 3TO MOTYT MO KaKUM-JIMOO MPUYMHAM TOJBKO Ha
0aHKOBCKYIO KapTy (HaxXoAsTcs B APYrOM TOpOJie, HET HAJIUYHBIX JIEHET, JICHBI'M Ha
pacy€THOM CYETy M T.I.), HO MPH 3TOM TPEOYIOT COOOUIUTh HE TOJBKO HOMEpP KapThl U
®UO (6ompIie 11 IEpeBo/ia HUUETO He TpeOyeTcs), HO U aApyrue naHHbie. [loMmHuTe, 4TO
€CJIM Bac MPOCAT COOOIIUTh MPHUIICAMHNA Ha TenedoH KoJ, MPOUTH K OaHKOMaTy U
COBEPIIUTh KaKUe-TO JEHCTBUA, BCTAaBUB Bally KapTy (4ToObl, HampuUMep, MOJITBEPIUTH
NPOXOXKIEHUE TUIaTeXa), COOOLIUTh CPOK IEHCTBUS KapThl M TPEX3HAYHBIM KOJ Ha
00OpOTHOW CTOpOHE, TO OTO MoOlIeHHUKU. [IpekpamaiiTe KOHTAaKThl C TaKUMHU
«MOKYTIATEISIMU» U, €CJIHM YCTIeIU COOOIIUTh KaKue-TO JIaHHbIE, HEMEIJIEHHO OJOKUpYHTE
0aHKOBCKYIO KapTy, TO3BOHUB IO YKa3aHHOMY Ha HEll HoMepy TenedoHa.

IIpenoniara 3a mokynaemslii ToBap. [lokynas 4ro-mu0o, OynbTe OCTOPOXKHBI,
€CIM Bac MpOCAT MNPOU3BECTU Mpenoriaty. BrojiHe BO3MOXKHO, 4YTO TMOJIYy4HB €€,
«MPOJABEI MEPECTaHET OTBEYATh Ha Ballld 3BOHKHU.

CMC-coo0mennsi co ccbLikoil. Ha HoMep, KOTOphIN Bbl YKa3aiau Mpy MyOIuKauu
OOBSBIEHUS O TPOJAXKE WIW JKEIAHWW dYTO-THO0 KymuTh, MOxer mpuité CMC-
COOOIIEHHE C MPENJIOKEHUEM TOoBapa, OOMEHa M CCBHUIKOW Ha 3TOT ToBap. Eciu Bbl
nepenére Mo CChbUIKe, TO 3arpy3uTe Ha CBOM TelepoH BPEIOHOCHOE MPOrPAMMHOE
obOecrieueHre, KOTOPOE MO3BOJIUT MOIIEHHUKAM MOJIYYUTh JOCTYI K BalllUM OaHKOBCKUM
KapTam.

ByabTe ocTOpOXKHBI, €C/IM BaM NpeNJaraiT:



o Ha3BaTh HOMEp OaHKOBCKOW KapThl, TPEX3HAYHBIA KOJ Ha OOOPOTHOM CTOPOHE
kaptsl, [TMH-kox;

. MIPOU3BECTU MAHUIYJIALMHU ¢ OAHKOBCKOM KapTol y OaHKOMaTa;

= COOOIIUTH MPUIIEAIINN Ha TeaedOH KO/I;

= MIEPEeBECTH CyMMY JICHET (aBaHC, 3aJI0T, TOIUIMHA, HAJIOT, OIMO0YHO MepeBeAEHHBIN
IJIaTex u T.1);

= nepeiitu no cceuike B Uatepuere, B CMC- ninu MMC-cooOuienun Ha cmMapTdoHe;

. MO3BOHUTH 10 YkazaHHoMYy B CMC-coobiieHnu Homepy TenedoHa;

. OTMPaBUTH Balll HOMEp TenedoHa;

. otmpaBuTh CMC-coob1enne Ha KOPOTKHI HOMED;

. HA3BaTh MAPOJIH OT BAIIUX JTUYHBIX CTPAHUYEK B COIIMATBHBIX CETAX.

1. CoBeThbl 110 6€30NaCHOCTH PadoTe B 001IEe0CTYNHBIX ceTsix Wi-fi:

. He nmepenasaiite cBoto JInuHy0 HHPOpMAIUIO yepe3 obmeaoctynHbie Wi-Fi
cetu. PaboTtas B HHX, KelnaTeNbHO HE BBOJUTH MAPOJM JIOCTYIA, JIOTHHBI M KaKHE-TO
HOMEpA;

. Hcnonp3yiiTe n OOHOBIAITE aHTUBUPYCHBIE IPOrpaMMbl U Oparamayep. Tem
cambIM Bel 06e3onacute cedst OT 3aKavyku BUPYCa HA yCTPOMCTBRO;

. [Tpu ucnonszoBanuu Wi-Fi otkirounte Gpynkiuto «O0mmii noctym K daitnam

u npuHTepam». JlaHHas QyHKOHS 3aKpbiTa 10 YMOJTYaHUIO, OJHAKO HEKOTOPHBIC
MTOJTH30BATENIN AKTUBUPYIOT €€ I Y00CTBa NCIIOIB30BaHUS B paboTe WK yueoe;

. He wucnons3yiite nyomuunsii WI-FI ans nmepenaum JWUYHBIX  JTAaHHBIX,
HampuMep IS BBIX0Ja B COIIMAIBHBIC CETH WJIM B DJICKTPOHHYIO TIOUTY;

= Hcnonp3yiite Tonbko 3amuiineHHoe coeauuenue yepe3 HTTPS, a ne HTTP,
T.€. Mpu HAOope BeO-aapeca BBOAM UMEHHO «https://»;

. B moOwmipHOM Tenedone otkimounte (Gynknuioo «llogkmouenne k' Wi-Fi
aBTOMaTH4YeCcKm». He nomyckaiiTe aBTOMaTHYECKOIO IMOJKIIOUECHUS YCTPOMCTBA K CETIM
Wi-Fi 6e3 Barero cornacusi.



2. OcHoeHble cosembl no 0€30NACHOCHU 6 CoOUUAIbHbBIX cemsax.

" OrpannubTe COUCOK Apy3eil. Y Bac B Ipy3bsaX HE JOHKHO OBITh CIy4YailHbIX U
HE3HAKOMBIX JIFOACH;
. 3amuuiaiTe CBOKO YaCTHYIO Ku3Hb. He ykasbiBaiiTe maposu, Tene]oHsl,

azpeca, J1aTy TBOEro POXICHUS U APYTYI0 JUYHYH HHGOpMaLUiO. 3JI0YMBIILICHHUKA
MOT'YT UCTOJIBb30BaTh Jaxxe MHpopManuio o ToMm, Kak Bel u Bamm poautenu mianupyerte
MIPOBECTH JIOCYT;

" Ecnu Bbl roBopure ¢ a10abMH, KOTOPBIX HE 3HAETE, HE WUCIOJIB3YWUTE CBOE
peanbHOe UMS U JAPYTYIO JINYHYI0 HHPOpPMALUU: UMS, MECTO JKUTEIbCTBA, MECTO Y4€ObI U
mpouee;

o N3Geraiite pasmemienust pororpaduii B Uurepuere, rae Bel n3o0paxensl Ha
MECTHOCTH, 10 KOTOPOM MOKHO OIpeesIuTh Bamie MecTonosoxxeHue;

= [Ipu perucTpanuu B COUMATBLHON CETH HEOOXOAMMO HCIONB30BATH CIOKHBIE
napoJin, COCTOSIIKE U3 OYKB U (P U ¢ KOJIMYECTBOM 3HAKOB HE MEHee §;

o JIist conManbHOM CeTH, MOYThI U JIPYTUX CAaWTOB HEOOXOJMMO HCIOJIb30BATh

pazHele maposu. Torma eciu Bac B3jomaror, TO 3JIOYMBINIJIEHHUKHA TOJyYaT TOCTYI
TOJILKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.
3. Ocnognvle coeemul no 6e30nacHoll pabome ¢ IT1EKMPOHHLIMU OCHb2AMU:

. [TpuBsxuTe K cueTy MOOWIBbHBIN TeneoH. DTo caMblil yA0OHBIM U OBICTPBIN
croco® BOCCTAaHOBUTH JOCTYI K cueTy. [IpuBsi3anHblii TeaedOH MOMOXKET, €CiIu 3a0yaeTe
CBOU IUIATEKHBIN MMAPOJIb WK 3alJIETE HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

- Ucnonb3yit onHopazoBeie maponu. [locine mepexona Ha  YCHUICHHYIO
aBTopuzaiio Bam yxe He OyneT yrpoxkarb OMNAacHOCTh Kpakd WM IepexBaTa
IUTATEKHOTO TapoJIs;

- Bribepute crnoxsblii mapoisib. [lpectymHukam OyaeT He TPOCTO yrajaaTh
CIIOXHBINA Mapoiib. HamexHpie mapoiin — 3TO Mapoiid, KOTOpPhIE COJepKaT HE MeHee &
3HAKOB W BKJIIOYAIOT B CE€OS CTPOUYHBIE W MPOMHUCHBIE OYKBBI, HMHU(PPHI U HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HAK Jojuiapa, yHTa, BOCKIMIATENbHBIN 3HAaK U T.N. Hampuwmep,

StRONg!;;

. He BBOAMTE CBOM JIMYHbBIEC TaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIETE.
4. OcHnognble cogemvl no 0e30nACHOI padome ¢ I1eKMPOHHOI NOUMOTL:
. Hano BeIOpaTh npaBUiIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIHN

BBIOOP OECTIATHBIX MOYTOBBIX CEPBHUCOB, OHAKO JIYYIIIEC JTOBEPSITH TEM, KOTO 3HAETE U KTO
IIEPBBIA B PEUTHUHTE;

. He yka3piBaiiTe B mu4HON mouTe JuuHyl0 MHGopManmio. Hampumep, mydine
BBIOpATh «MY3BIKATBHBINA _(haHaT@» unu «pok2013» BmecTto «temal3y;

. Hcnonp3yiiTe ABYXATANMHYK aBTOPU3ALMIO. DTO KOrja IMOMHMO MapoJis
HY>KHO BBOJUTH KOJI, TPUChLIaeMbIii o SMS;

. BriGepute cinoxHBIA Mapoib. JJIS KaXa0ro MOYTOBOTO SIIHMKA JOJDKCH OBITh
CBOW HAJEKHBIM, YCTOMYNBBIN K B3JIOMY I1apOJib;

. Ecnmn ecth BO3MOXKHOCTH HamucaTh CamMOMYy CBOW JIMYHBIM  BOIIPOC,
HCMOJIB3YUTE 3TY BO3MOKHOCT;

. Hcnonp3yiiTe HECKOJBKO IMOYTOBBIX SIMUKOB. IlepBbli 111 4YacTHOMU

MEPENUCKU C aapecaTaMH, KOTOpPbIM Bbl JoBepsieTe. DTO 3JIEKTPOHHBIN aJpec HE HaAo
MCIIOJIb30BaTh P peructpaunu Ha GopyMax u canrax;



" He otkpsiBaiiTe (aiinpl ¥ Apyrue BIOXKEHHS B MHUCbMAaX Ja)Ke €CIH OHU
npuiy ot Bammx apysei. Jlyuiie yrouHuTe y HUX, OTIPABIISIIN 1M OHU Bam 3t (aiinsi;

o [locne okoHuaHus pabOTHI HA IOYTOBOM CEPBHUCE MEPE] 3aKPhITHEM BKJIAJKU
C caliToM He 3a0y/JbTe HaXxKaTh Ha « BRIATHY.

5. OcHosHble cosempl no 60pvoe ¢ huwiunzom (UHmMepHem-MOUIEHHUYECMEa):

o Cnenure 3a cBOMM akkayHTOM. Ecim Tel momo3peBaenb, 4to Bamra ankera
OblIa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMpOBaTh €€ M COOOLIUTh AAMUHUCTPATOpPaM
pecypca 00 3TOM Kak MOXKHO CKOpEE;

o Ucnonb3yiiTe 6e30macHble BEO-CATh, B TOM YHCII€, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CHUCTEM;
. Hcnonp3yiiTe cioxHble M pasHble naponu. Takum oOpaszom, ecau Bac

B3JIOMAIOT, TO 3JIOYMBIIINICHHUKH MOJIy4YaT JOCTYI TOJILKO K oJHOMY Bamemy npoduiio B
CETH, a HE KO BCEM;

. Ecnu Bac B3nomanu, To HE0OOX0IUMO NMpEayNpeaUuTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE T00aBieHbl y Bac B Ipy3bsix, o ToM, 4yTo Bac B3inomanu u, BO3M0XHO, OT Barero
UMEHU OYJIET pacChUIaThCsl CaM M CChUIKU Ha (DUITUHTOBBIE CANThI;

u YcranoBute HaaexHbii napoib (PIN) Ha MoOubHBIN TenedoH;

- OTkirounTe cCoOXpaHeHue naposs B Opaysepe;

6. Ocnosnvie coeemuvl no 3auwiume UUPpPoeoil penymauuu (He2amueHas uiu
nozumueHnasa ungopmanyusn 6 cemu o Bac):

. [lonymaiite, mpexae yeM 4To-TO MyOJIMKOBATH U nepeaaBaTh y Bac B Oiore
WJIN B COLMATIbHOM CETH;

. B mnactpoiikax mpoduiis ycTaHOBUTE OTrpaHMY€HHUsT Ha MpocMoTp Bariero
npo(UIIS U €ro COAEPKUMOTO, CACTANTE €r0 TOJIBKO «JIJIs APY3ei»;

. He pa3memiaiite u He yka3biBaiiTe HH(QOpMAIKIO, KOTOPAsk MOXKET KOTO-TUO0
OCKOPOJIATH WIJIK OOMIKATh.

CobaronaiiTe npaBuiia:

= [ToMHUTE, YTO B BUPTYyaJIbHOM IPOCTPAHCTBE OTBETCTBEHHOCTh HACTYNAET I10
peaJIbHBIM 3aKOHAM;
. VYBaXXHUTENBHO U TOOPOCOBECTHO OTHOCUTECH K APYTUM IOIB30BATENSIM CETU

HNuTepHer.



DenepanbHan cayx0a mo HaA30py B cepe CBA3ZK, HHPOPMATTUOHHEIY TOYHATOTUI U
MaccoBbIX KoOMMyHuKanuii (Pockomi a—
- -

Ynpasiaenue Pockomuanzopa no Boarorpaackoi odsactu u Pecnmydiaunke Kanvbikus

[To o6patieHus M, OTHOCUTENBHO AESITEIbHOCTH MOIIEHHHYecKnuX HTepHEeT-pecypcos,
CO3/JIaHUSI UCIIOJIB30BAHUS M PACTIPOCTPAHEHHS] BPEAOHOCHOTO MPOrPAMMHOI0
oOecrieueHus, HEMPaBOMEPHOTO JOCTyIa K KOMIbIOTEPHONW MHPOPMAIIUHU, XUILICHUSM,
COBEPIIEHHBIM C HCIOJIb30BaHUEM TOICIbHBIX 0AaHKOBCKUX KapT, SJIEKTPOHHBIX
TUTATEKHBIX CUCTEM U CUCTEM AMCTAHIIMOHHOTO 0AHKOBCKOTO OOCITYKUBAHUS



